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DETAILED ACTION 

1 . Claims 1-33 have been examined. 

Specification 

2. This application does not contain an abstract of the disclosure as required by 37 
CFR 1 .72(b). An abstract on a separate sheet is required. 

Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 4 and 16-18 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

As per claim 4: 

Claim 4 recites the limitation "the information identifying the material" in line 1. 
There is insufficient antecedent basis for this limitation in the claim. 
As per claim 16 and 17: 

Claims 16 and 17 recite the limitation "...for resuming the running of the 
program..." on line 2. It is unclear whether the word "resuming" stands for starting a 
program or continuing a program. Applicant did not have any program that has been 
stopped before. It is therefore, being considered as starting a program to avoid 
ambiguity. 
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As per claim 18: 

Claim 18 recites the limitation "...to resume running of another of the 
representations ..." on lines 2-3. It is unclear whether the phrase "to resume" stands for 
starting a program or continuing a program. Applicant did not have any program that 
has been stopped before. It is therefore, being considered as starting a program to 
avoid ambiguity. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

6. Claims 1, 10-11,13-14 and 16-18 are rejected under 35 U.S.C. 101 because the 
claimed invention is directed to non-statutory subject matter. It is not tangibly embodied, 
as it is only software per se. It is suggested that the claimed subject matter 
"representation of digital material" or "digital material" or "program" should be changed 
to "a representation stored on a computer-readable medium..." or "a digital material 
stored on a computer-readable medium..." or "a program stored on a computer- 
readable medium" respectively. 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

8. Claims 1-5, 8-24 and 27-33 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Moskowitz et al. United States Letter Patent Number 5,745,569 in 
view of Downs et al. United States Letter Patent Number 6,226,618. 
As per claim 1: 

Moskowitz et al. teach a representation of digital material, the digital material 
comprising program code and data (Col. 4, lines 26-31; "code resources" which may be 
stored separately from the application ... data to be operated on by the executable 
code) and the representation comprising a combination of the code, data and an 
execution state existing at a predetermined execution point when the program code is 
run, (Col. 8, lines 4-19; during execution time... "memory scheduler" can be called 
periodically, or at random ...the memory scheduler randomly relocates itself when it is 
finished ... but return to the correct calling frame) {the office has interpreted the 
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"execution state" as "memory scheduler". The interpretation has been given based on 
the definition given for "execution state" on the specification) customization information 
being provided during running of the program code prior to the execution point being 
reached so that said representation is customized by said customization information. 
(Col. 4, lines 57-59; hiding necessary parts or code resources in digitized sample 
resources using a "digital watermarking" process.) 

Moskowitz et al. do not explicitly disclose customization information being 
provided during running of the program code. 

Downs et al. in analogous art, however, disclose a licensing authorization being 
provided before the program code reaches execution point. (Col. 7, lines 14-16; 
provides licensing authorization by enabling end user to unlock content after verification 
of a successful completion of a licensing transaction) Downs et al. further disclose the 
end user player application uses the symmetric keys from the license to decrypt 
content, metadata and watermarking instructions. The watermarking instructions are 
then affixed into the content and the content is scrambled and stored. in the end-user 
device. (Col. 28, lines 9-15) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Moskowitz et al. 
to include customization information being provided during running of the program code. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so, as suggested by Downs et al., (Col. 1 ; lines 
54-56) in order to provide a system for secure delivery and rights management of digital 
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materials. This way, the system is used for tracking usage of digital content on user 
devices by performing authentication of the licensing information before allowing usage 
by the end user. 
As per claim 2: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the 
information comprises information for the purpose of use control. (Col. 7, lines 1-6 
license authorization ... control and enforcement of content usage) 
As per claim 3: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the 
customization information includes information relating to at least one of: 

information identifying the material (Col. 7, lines 56-57; identify the origin of 
authorized or unauthorized copies of content) 

information identifying an intended user of the material; (Col. 7, line 63; identify 
the content purchaser) 

information identifying an intended machine on which the material is 
subsequently to be run; (Col. 7, lines 63-64; identify the end-user device) 

information specifying the number of times the digital material may be run; (Col. 
7, lines 44-45; defines the allowable number of secondary copies and play backs) 
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information configuring the digital material. (Col. 7, lines 59-61; identify the 
content proprietor, specify copyright information, define geographic distribution areas 
and other pertinent information) 
As per claim 4: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the 
information identifying the material includes a watermark. (Col. 7, lines 56-57; digital 
watermarking also provides the means to identify the origin of authorized or 
unauthorized copies of content) 
As per claim 5: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the 
information identifying an intended user of the material includes user authentication 
information. (Col. 7, lines 3-4; content is unlocked only by authorized end-user) 
As per claim 8: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose a representation wherein the 
information configuring the digital material comprises information specifying program 
code and/or data and/or execution state to be selected or discarded prior to the 
execution point. (Col. 5, lines 41-47; when code and data resources are compiled and 
assembled into a precursor of an executable program the next step is to use a utility 
application for final assembly of the executable application ... The utility will choose one 
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or several essential code resources and encode them into one or several data 

resources) 

As per claim 9: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein said digital 
material includes video data. (Col. 6, line 47) 
As per claim 10: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the digital 
material includes a program to play the video data. (Col. 6, lines 39-41 ; software 
needed for the secure delivery and rights management of digital content and digital 
content-related to an end-user) 
As per claim 1 1 : 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the data 
included in the representation comprises at least one video recording specified by said 
customization information. (Col. 7, lines 14-16; licensing authorization by enabling 
intermediate or end users to unlock content after verification of a successful completion 
of licensing transaction) 
As per claim 12: 
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Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein said digital 
material includes audio data. (Col. 6, line 47) 
As per claim 13: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the digital 
material includes a program to play the audio data. (Col. 6, lines 39-41; software 
needed for the secure delivery and rights management of digital content and digital 
content-related to an end-user) 
As per claim 14: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the data 
included in the representation comprises at least one video recording specified by said 
customization information. (Col. 7, lines 14-16; licensing authorization by enabling 
intermediate or end users to unlock content after verification of a successful completion 
of licensing transaction) 
As per claim 15: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a representation wherein the 
representation is encrypted. (Col. 7, lines 16-17 and Col. 28, line 9) 
As per claim 16: 
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Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose software arranged to use the 
representation as input for resuming the running of the program code from the 
execution point. (Col. 8, lines 4-19; during execution time, this special code resource, 
called a memory scheduler can be called periodically, or at random or pseudo random 
intervals... the scheduler randomly relocates itself when it is finished ... but return to the 
correct calling frame) 
As per claim 17: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose a representation of software 
arranged to use the representation as input for resuming the running of the program 
code from the execution point, (Col. 8, lines 4-6; during execution time, this special code 
resource, called a memory scheduler can be called periodically, or at random or pseudo 
random intervals) the representation of software comprising program code, data (Col. 4, 
lines 26-31; "code resources" which may be stored separately from the application ... 
data to be operated on by the executable code) and an execution state existing at a 
chosen execution point in running of the software, (Col. 8, lines 11-16; the scheduler 
randomly relocates itself when it is finished ... but return to the correct calling frame) 

In addition, Downs et al. further disclose decryption information for decrypting the 
representation being provided during running of the software prior to the chosen 
execution point being reached. (Col. 7, lines 31-32; only users who have decryption 
keys can unlock the encrypted content) 
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The rationale for combining the rejections is the same as claim 1 . 
As per claim 18: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose a plurality or representations, each 
representation but one being arranged to resume running of another of the 
representations. (Col. 6, lines 18-21; the application must also contain a data resource 
which specifies in which data resource a particular code is encoded. This data resource 
is created and added at assembly time by the assembly utility.) 
As per claim 19: 

Moskowitz et al. teach a method of processing digital material, the material 
comprising program code and data, the method comprising the steps of: 

(1) running the program code until a predetermined execution point is reached, an 
execution state existing at the execution point; (Col. 8, lines 3-7; during execution time, 
the special resource code called a "memory scheduler can be called periodically, or at 
random or pseudo random intervals, at which time it intentionally shuffles the other code 
resources randomly in memory) and 

(2) forming a combined representation of the execution state, data and program code at 
that execution point (Col. 4, lines 26-31; "code resources" which may be stored 
separately from the application ... data to be operated on by the executable code) , the 
data, code and execution state being restorable from said representation so that 
execution of the material may subsequently be resumed from the execution point. (Col. 
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8, lines 11-16; the memory scheduler randomly relocates itself when it is finished ... but 
return to the correct calling frame) 

Moskowitz et al. do not explicitly disclose a method forming a combined 
representation of the execution state, data and program code. 

Downs et al. in analogous art, however, disclose a licensing authorization 
forming a combined representation of the execution state, data and program code. (Col. 
7, lines 14-16; provides licensing authorization by enabling end user to unlock content 
after verification of a successful completion of a licensing transaction) Downs et al. 
further disclose the end user player application uses the symmetric keys from the 
license to decrypt content, metadata and watermarking instructions. The watermarking 
instructions are then affixed into the content and the content is scrambled and stored in 
the end-user device. (Col. 28, lines 9-15) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Moskowitz et al. 
to include customization information being provided during running of the program code. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so, as suggested by Downs et al., (Col. 1 ; lines 
54-56) in order to provide a system for secure delivery and rights management of digital 
materials. This way, the system is used for tracking usage of digital content on user 
devices by performing authentication of the licensing information before allowing usage 
by the end user. 
As per claim 20: 
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Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose a method wherein, prior to the 
execution point, customization information is provided whereby the representation is 
customized by the information. (Col. 4, lines 57-59; hiding necessary parts or code 
resources in digitized sample resources using a "digital watermarking" process) (Col. 6, 
lines 44-48; either the user must have the extracted watermark, or the application 
cannot be used, and hence the user can not gain full access to the presentation of the 
information in the watermark bearing data) 
As per claim 21: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method wherein the information for 
the purpose of use control. (Col. 7, lines 1-6 license authorization ... control and 
enforcement of content usage) 
As per claim 22: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method wherein the customization 
information includes information relating to at least one of: 

information identifying the material; (Col. 7, lines 56-57; identify the origin of 
authorized or unauthorized copies of content) 

information identifying an intended user of the material; (Col. 7, line 63; identify 
the content purchaser) 
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information identifying an intended machine on which the material is 
subsequently to be run; (Col. 7, lines 63-64; identify the end-user device) 

information specifying the number of times the digital material may be run; (Col. 
7, lines 44-45; defines the allowable number of secondary copies and play backs) 

information configuring the digital material. (Col. 7, lines 59-61; identify the 
content proprietor, specify copyright information, define geographic distribution areas 
and other pertinent information) 
As per claim 23: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method wherein the information 
identifying that material includes a watermark. (Col. 7, lines 56-57; digital watermarking 
also provides the means to identify the origin of authorized or unauthorized copies of 
content) 
As per claim 24: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method wherein the information 
identifying an intended user of the material includes user authentication information. 
(Col. 7, lines 3-4; content is unlocked only by authorized end-user) 
As per claim 27: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose a method wherein the information 
configuring the digital material comprises information specifying program code and/or 
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data and/or execution state to be selected or discarded prior to the representation being 

formed. (Col. 5, lines 41-47; when code and data resources are compiled and 

assembled into a precursor of an executable program the next step is to use a utility 

application for final assembly of the executable application... The utility will choose one 

or several essential code resources and encode them into one or several data 

resources) 

As per claim 28: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method further comprising the step of 
encrypting the representation. (Col. 7, lines 16-17 and Col. 28, line 9) 
As per claim 29: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method further comprising the step of 
storing the representation. (Col. 9, lines 48-50) 
As per claim 30: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose a method further comprising the step of 
transferring the representation to a remote computing device. (Col. 7, lines 27-28) 
As per claim 31: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose further comprising the steps of 
restoring the data, code, and execution state from said representation and resuming 
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execution of the program code from the execution point. (Col. 8, lines 11-16; the 
scheduler randomly relocates itself when it is finished ... but return to the correct calling 
frame) 

As per claim 32: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Downs et al. further disclose comprising the step of decrypting the 
encrypted representation prior to the restoring step. (Col. 7, lines 31-32; only users who 
have decryption keys can unlock the encrypted content) 
As per claim 33: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. In addition, Moskowitz et al. further disclose the step of generating plurality of 
representations, each representation but one being arranged to resume execution of the 
program code from the execution point of another representations. (Col. 6, lines 18-21 ; 
the application must also contain a data resource which specifies in which data 
resource a particular code is encoded. This data resource is created and added at 
assembly time by the assembly utility.) 

9. Claims 6 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moskowitz et al. United States Letter Patent Number 5,745,569 in view of Downs et al. 
United States Letter Patent Number 6,226,618 further in view of Rabne et al. United 
States Letter Patent Number 6,006,332. 
As per claim 6: 
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Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. Both references do not explicitly teach the authentication information includes a 
cryptographic token. 

Rabne et al. in analogous art, however, disclose the authentication information 
includes a cryptographic token. (Col. 22, lines 30-31; cryptographic tokens can also be 
used to allow a user access to the rights management system) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Moskowitz et al. 
and Downs et al. to include the authentication information includes a cryptographic 
token. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so, as suggested by Rabne et al. (Col. 
22, lines 37-38) in order to provide a secure environment for intellectual property 
management. This way, the digital material is protected against unauthorized users. 
As per claim 25: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. Both references do not explicitly teach the authentication information includes a 
cryptographic token. 

Rabne et al. in analogous art, however, disclose the authentication information 
includes a cryptographic token. (Col. 22, lines 30-31 ; cryptographic tokens can also be 
used to allow a user access to the rights management system) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Moskowitz et al. 
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and Downs et al. to include the authentication information includes a cryptographic 
token. This modification would have been obvious because a person having ordinary 
skill in the art would have been motivated to do so, as suggested by Rabne et al. (Col. 
22, lines 37-38) in order to provide a secure environment for intellectual property 
management. This way, the digital material is protected against unauthorized users. 
10. Claims 7 and 26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moskowitz et al. United States Letter Patent Number 5,745,569 in view of Downs et al. 
United States Letter Patent Number 6,226,618 further in view of Thomas United States 
Letter Patent Number 4,654,792. 

As per claim 7: , 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 

above. Neither of the references, however, teach explicitly a representation wherein the 

information identifying an intended machine on which the material is subsequently to be 

run comprises a serial number of the machine. 

Thomas in analogous art, however, discloses using the serial number of a device 

to identify a machine. (Col. 2, lines 31-32; provide each program with a particular serial 

number identifying the customer's computer) 

Therefore, it would have been obvious to a person having ordinary skill in the art 

at the time the invention was made to modify the system disclosed by Moskowitz et al. 

and Downs et al. to include the information identifying an intended machine on which 

the material is subsequently to be run comprises a serial number of the machine. This 

modification would have been obvious because a person having ordinary skill in the art 
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would have been motivated to do so, as suggested by Thomas (Col. 2; line 21) in order 
to have achieve a reliable security. This way, using the serial number will give a unique 
protection against running the digital material in another machine. 
As per claim 26: 

Moskowitz et al. and Downs et al. teach all the subject matter as discussed 
above. Neither of the references, however, teach explicitly a method wherein the 
information identifying an intended machine on which the material is subsequently to be 
run comprises a serial number of the machine. 

Thomas in analogous art, however, discloses using the serial number of a device to 
identify a machine. (Col. 2, lines 31-32; provide each program with a particular serial 
number identifying the customer's computer) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention, was made to modify the system disclosed by Moskowitz et al. 
and Downs et al. to include the information identifying an intended machine on which 
the material is subsequently to be run comprises a serial number of the machine. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so, as suggested by Thomas (Col. 2; line 21) in order 
to have achieve a reliable security. This way, using the serial number will give a unique 
protection against running the digital material in another machine. 
1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on 571-272-3819. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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